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1 If your coworker is able to access your 401K account to check your balance, which secure system property is being
violated?

A O Integrity

B O Availability

C O Confidentiality
D O Authentication

2 All of the following are acceptable procedures for backing up classified information except:

A O Back classified information up daily.
B O Store backups at an approved secure location.
C O Store backups in your desk drawer.

D O Label backups with sensitivity labels.

3 After you visiting a web site during your lunch break, your computer begins acting erratically. In fact you believe it is
erasing files while you're working. What potential threat may you have encountered?

A O Cookies
B O Phishing
C O Mobile Code
D O Identity theft

4 Which of the following are an example of a security incident?
A O Attempts to send electronic junk mail in the form of commercial announcements.
B O Attempts by unidentified or unauthorized people to obtain sensitive personal or business information.

C O Loss of a government laptop containing personnel information.
D O All of the above
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5 Ryan receives an E-mail that states the internet is being cleaned up and that he should leave his computer powered-
off for 24 hours after receipt of this message. After careful review of the message contents and verifying the
information with the help desk he realizes this is:

A O An E-mail hoax.
B O A phishing attempt.
C O An attempt at social engineering.

D O A file sharing attempt.

6 Henry is working from a USDA office. He has several tasks to perform today: 1) he logs onto his USDA computer to
get started; 2) he faxes a sensitive document to his supervisor using a fax machine with the appropriate clearance; 3)
he confirms some appointments and project due dates and enters them into his PDA; and 4) he calls his supervisor on
his cell phone to review the document he just faxed over. Which of Henrys actions was a mistake?

A O Using a fax machine with the appropriate level of clearance to send the sensitive fax.
B O Using a cell phone to discuss sensitive information.
C O Using a complex password to log onto the computer.

D O Downloading data to his PDA.

7 Kendall receives an E-mail stating that a leading computer company is giving away free computers, asking her to
forward the E-mail to 20 of her closest friends. What should Kendall do?

A O Forward the request to her security point of contact.
B O Delete the E-mail instead of forwarding it.
C O Forward the request to her friends and co-workers.

D O Run the virus protection software.

8 Darren wants to make sure that he protects his identity. He should do all of the following except:
A O Pay attention to his credit and bank statements.

B O Carry his social security card in his wallet.

C O Shred unwanted documents that contain his identifying information.

D O Ask how information will be used before giving it out.
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9 Both internal and external threats can bring down a system. Which of the following represents an internal threat?
A O Protestors

B O Terrorist group
C O Hackers
D O Disgruntled user

10 This high-tech scam that uses E-mail or web sites to deceive you into disclosing your credit card numbers, bank
account information, Social Security Number, passwords, or other sensitive information is known as:

A O Avirus

B O Social engineering
C O Spyware

D O Phishing

11 The goal of ISS is to:

A O Both encourage hackers and decrease availability of systems.
B O Decrease availability of systems.

C O Encourage hackers.

D O Protect information systems against unauthorized access.

12 What is not PII?

A O Information about or associated with an individual
B O Employment History

C O Place of birth

D O Gender
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